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1 Introduction

Officer Smith is driving through the Harbor Division on his normal beat, heading down

Gibson Boulevard on his evening shift. As he enters the West Channel Street
intersection, he registers a streak of movement from the left, followed by a thunderous

noise before hissquad car 6s airbags pin him against h
and comes to a halt against a parked car. Officer Smith shakes off the shock and

realizes that his vehicle has been struck by a car that ran the West Channel Street red

light. He 6 s ta dxit véa his passenger door and immediately checks on the car that

sttuck his. Heds relieved that the drbéegneto i s
swear and claim that it was Officer Smith who ran the light and further, the driver was

A g o tosug the officer and the cityf or every penny they had! o

Fortunately for Officer Smith (and the city), this conversation was being recorded by a
recently installed Digital In-Car Video System. The errant driver was not yet aware that
the recorded video also proved conclusively that Officer Smith entered the intersection
under a green light. The recording started automatically, and better yet, it also retained
what the vehicl ebds f r @rsdcondsdbeforertte acoidedt triggeredwe d f
therecor di ng. The system was configured to tur
when the recording started, and this proved that the officer retained a professional
demeanor despite the undeserved verbal tira:
officer di dnét come close to making it to court

The city had realized a vital need to create recordings of arrests, public contacts, traffic
stops, and pursuits, as wel |l as collisions
in the Raytheon JPS Communications ICOP In-Car Video System. This system allows

video and audio recording from within a police vehicle, and audio from outside the

vehicle, captured by a wireless microphonec | i pped t o t Adeofciitydrsd p
vehicles are now also capable of recording audio & video of the rear seat prisoner
compartment. The captured video & audio can be easily reviewed within the car, though

once recorded, this crucial evidence cannot be erased or modified in any way by the

officer. Recordings can be started and stopped manually, or initiated by a number of
automatic triggers, such as { aspeadnrggeroa t h e
microphone trigger, or removing a rifle from the gun rack.

Video systems should provide officer safety in two areas: first, they should capture
guality video to serve as a deterrent to criminal activity and to provide evidence.
Second, the system should be installed safely to provide ease of use and officer safety
from flying objects caused by a crash. The Raytheon Model 20/20®-W mounts entirely in
the dash (or optionally in the console), reinforcing officer safety by eliminating potentially
harmful objects from becoming a projectile in the event of a vehicle crash. The
Raytheon Model 20/20-W also provides ease of use and a simple GUI, allowing officers
to attend to higher level requirements without having to be distracted by the system. In
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addition, the system does not clutter the vehicles cabin with newly mounted hardware in
an already overused environment. Finally, Raytheon maintains that evidence integrity is
critical for law enforcement as it reduces liability and increases conviction by providing
tamperproof evidence.

The versatility of the system is shown through the capability of uploads via wireless,
wired or using a hard docked USB 2.0 connection with the 40 GB hard drive, all
ensuring speed and security for any agency.

Once uploaded, the video can be reviewed by workstations within the precinct. Also
available during these reviews are the metadata that the system captures along with the
video and audio. This metadata includes specifics about the vehicle and driver, as well
as time, GPS location, GPS-derived vehicle speed, when the brakes or light bar are
activated, radar target data, and a variety of other user-configurable information,
synchronized and recorded into the evidentiary record. All of this evidence can be easily
burned onto DVDs for use in court.

This partial overview demonstrates that this is the most capable and cost effective In-
car video and audio recording system on the market today. This White Paper will
describe in further detail the full feature set of this advanced Digital In-Car Video
System.

2 System Requirements

2.1 Raytheon Model 20/20-W

7z

e Highest quality video with D1
resolution and highest Bit
Rate for clear concise video
day or night

Longest transmit distance of
any In Car Video microphone
- microphone records at

Raytheon Model 20/20-W is the leading digital more than 2000 feet distance
in-car video system for law enforcement. The Simple to use Interface
Digital Video Recorder (DVR), hard drive, allows officers to focus on
monitor and all of the system controls are their job and not be
enclosed in a one-piece package that mounts in distracted i trigger initiated
any standard double DIN radio compartment in video

the vehiclebdbs dashboard

This location ensures stability in all events and
ease of use for the customer. No equipment is stored in the trunk or headliner, ensuring
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Officer Security from projectiles in the event of a crash. System does not tamper with or
interfere with existing federally mandated safety equipment such as the rearview mirror
during camera installation. The flexibility of installation options eliminates the need to
drill any holes, maximizing the vehicles resale value. Replacing conventional bulky
installations preserves critical space in the vehicle.

The Raytheon Model 20/20-W has a built in AM/FM radio, with optional MP3 player
support. The removable 40 GB shock resistant, vehicle-grade hard drive ensures all
encrypted data is protected against physical damage, compared to more vulnerable
DVDs and Compact flash media.
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The hard drive is secured behind an electronic,
password protected lock; ensuring only authorized
users are allowed to remove it. Crystal clear, LCD
active matrix monitor, allows the Officer to toggle
screen and button brightness for day/night
operation, with the added ability to turn off all DVR
lights (covert mode) for undercover operation. The
system is capable of operation all over the world,
with multiple language possibilities. This system
utilizes the ICOP EXTREMEE Wireless Mic, enabling the system to record from three
separate audio sources by default, at distances of over 2,000ft.
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2.2 Raytheon 20/20 VISIONE
: e Raytheon2 0/ 2 0 V lisSHe @eiéct solution for

the agency that needs high quality video and Mobile

Data Terminal, or MDT, (laptop) integration. The

Digital Video Recorder (DVR), hard drive and all of

the system controls are enclosed in a one-piece

package that is easy to install and integrate with an

existing Mobile Data Terminals. Raytheon 20/20

VISION is an industry leader with its ability to balance

utilization of system resources and functionality of the

DVR. Unlike other MDT integrated implementations,

Raytheon 20/20 VISION is independent of the MDT, in processing video and controlling

equipment. The MDT is only a user interface, ensuring that other MDT applications are

not hampered in the use of Raytheon 20/20 VISION. Furthermore, if the MDT fails, the

system will continue to record as normal. This failsafe ensures even if the MDT is

destroyed in a crash, the video evidence is still captured. This flexibility does not limit

agencies to a specific MDT manufactureror i nstall ation-dli o®ati ar,

allows it to easily fit into the radio console, or any other preferred installation location.

No equipment is stored in the trunk or headliner,

ensuring Officer Security from projectiles in the

event of a crash. System does not tamper with or

interfere with existing federally mandated safety

MDT Contral
Farel

MDT Video Mcnitor

equipment such as the rearview mirror during ] 819 0ID:28¢

camera installation. The flexibility of installation e T S ¢
options eliminates the need to drill any holes, e . == e
maximizing the vehicles resale value. Replacing SO iy W -
conventional bulky installations preserves critical - Q L%

space in the vehicle. The removable 40 GB shock N 4230 S4 m \ 3
resistant, vehicle-grade hard drive ensures all ¥ 90°40°10 02/09206

encrypted data is protected against physical

damage, compared to more vulnerable DVDs and Compact flash media. The hard drive
is secured behind an electronic, password protected lock; ensuring only authorized
users are allowed to remove it. This system utilizes the ICOP EXTREME Wireless Mic,
enabling the system to record from three separate audio sources by default, at
distances of over 2,000ft.

2.3 DVR System Features & Specifications

e While other systems faunothe eapabilitidstobagnore 6 uni t
robust s ol usblutienaare fullyddaded right out of the box. No hidden
costs for second cameras or initial wireless microphones.
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e All ICOP solutions operate up to 3 cameras (records 2 simultaneously) and
captures 60 seconds of pre-event video and audio (audio can be disabled by
administrator). The user has the ability to recc
resolution - D1 (720 x 480), VGA 640 x 480 (10, 15, or 30 fps) and ¥4 VGA
(360x240). All systems utilize the Sony color camera (forward facing) with 40x
total zoom and the wide-angle rear facing camera with low-light and infrared
capability and come standard with the GARMIN GPS module.

e The AMar ko feature for instanttotagd ri eval
specific location (video frame) with the GPS location during the live recording,
assisting them in returning to the scene of discarded evidence. The marked
frame can instantly be recalled with iVAULT for easy viewing in the courtroom.

e ThelCOPEXTREMEE wirel ess mi cr o papproned 900 Bldzs an F
Frequency Hopping transmitter with Officer HELP button, allowing millions of
channels and up to 1,000 users per location (See attached document). Internal
mic is covertly located by forward facing camera, capturing all conversations
inside the vehicle. Both microphones come standard with any system. All ICOP
Solutions record from three audio sources by default.

e The control unit protects recorded segments to ensure they are not recorded
over or become erased. The operator is prevented from erasing files from the
DVR unit.

e Hard drive is secured behind a password protected electronic lock.
e Interfaces with most radar units.

¢ Includes the capability to view and/or playback from any camera (that has
recorded) within the vehicle.

e Utilizes easy-to-use menus to customize operational setup features. Incorporates
audi o feedback to i ndi c astatstdtheeoperaterc or der 0 s

e Display screen data is customizable, allowing users to select as much or as little
information as desired on the screen. Metadata information is still captured for
every video frame during recording even if no text is selected to appear on the
display screen.

e DVR is password protected to prevent tampering and/or unauthorized access.

e Hard drive can be removed and downloaded without being full and without
jeopardizing any previously recorded segments. When the hard drive is re-
inserted the system determines the available capacity left and calculates the time
remaining for new recordings and displays this number on the screen.

e DVR starts up in approximately 15 seconds, displaying remaining hard drive
space, firmware and DVR operation status.
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¢ No previous video recording can be recorded over, preserving evidence. No files
can be deleted by the DVR

e No part of the system interferes in any w
e Operating range of -22° F to 176° F.
¢ Non-operating range of -40° F to 185° F.

2.3.1 DVR Activation and Control

e The recording system is activated by any of the following:
Activating the vehicle emergency (red) lights or siren.
Manual on/off record switch on the control unit.
Remotely by activating the audio transmitter(s).
Vehicle speed (optional setting)

Auxiliary input activation T up to three (3) triggers (e.g. crash sensor, gun
lock, dog door, etc.)

o O O O O

2.3.2 Video Technology (Video Format)

¢ Video encoding is accomplished through hardware processing, instead of
vulnerable algorithm software. This ensures the authenticity of the video, making
it impossible to edit metadata, video or audio of any ICOP solutions. This
encryption eliminates any possible attempts to alter, change, or eliminate
recordings.

e | COPO6s video format does not require addi
Officer to export frame by frame video or still images. It is also easily converted
to AVI or MPEG4, for burning to CD, DVD or Blu-Ray disk. Other DVR video
formats rely on vulnerable video compression, loosing valuable data; leaving
precious evidence at the scene of the crime.

e EVENT ID feature allows a 9-digit case number and 4-digit case code for case
classification i keep/no-keep, reason for stop, gender and race. This information
is entered into the DVR by the Officer after a recording is complete.

e META DATA is automatically recorded with the video file, even if the user does
not display it on the video image. The agency has the option to record time, date,
Officer ID, vehicle ID, Event ID, traffic radar, speed, emergency lights, brakes,
siren and GPS location.

2.4 Quality Control and Testing

¢ All electrical components utilized, including integrated circuits, are a high
reliability commercial grade part.



White Paper WP-8002-11

Raytheon Model 20-20-W & nayl'henn

Raytheon 20/20 VISION
Digital In-Car Video Systems

¢ Each individual electronic component is subjected to a complete quality control
inspection. This is required before installation onto a printed circuit board or
other sub-assembly.

e All printed circuit boards use glass epoxy, type FR4 or equivalent. Also all high-
density circuit boards are the solder mask type.

e All components dissipating power in excess of one watt and mounted directly
against a circuit board have adequate heat sinks for circuit board protection. All
electronic and electrical components are only to be utilized within their
manufacturer's operating specifications, pertaining to voltage, current and heat
dissipation characteristics.

2.5 Raytheon iVAULTE Media Management System
(MMS)

Superior Video, Case File and Media management for
your agency, the Raytheon iVAULT MMS, or iVAULT,
allows agencies to securely store, manage and share
video and other case-related media files. This highly
flexible system operates using standard HTTP or HTTPS,
and can be either PC- or server-based. The file storage
configuration is customized as needed to meet your
agency 6 switnteealllis/ to conform its hierarchical
structure and geographic layout. Agencies are able to
share video and other media over a high speed internet
connection, with anyone in the world.

iIVAULT leverages Microsoft security technologies. User permissions are managed via
Active Directory, and file access security is enforced via NTFS. iVAULT is able to
determine the Officer initiating recording and assign file access permissions
accordingly. As a benefit of using Windows Security, password policy (including
complexity requirements and password rotation) is completely configurable and
enforceable through setting a group policy. A comprehensive chain of custody log is
maintained and a chain of custody report for a specific file can be generated very easily
(Right Click A View Chain of Custody). These reports can be exported to a number of
formats or printed directly. Security best practices were observed when designing

i VAULT i ncl-ndli entge fiTSead len o | o g-ip safetwperiod that allevs a b u i
deleted files to be recovered within a certain number of days (configurable).

10
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2.5.2

Search & Retrieval

Qu iCk and easy SearCh and Access Files Transfers Wiewer Qutput Loader
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retrieval of specific files based = SEE
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number, and many other T
y B MomingShift
b MG

attributes that can be adapted
specifically for your agency

<

Video Athumbnailfso of

+ |
\m!’ﬂwz\F’O’!NmﬁgSmﬁ

incident are available in the
video database window.

This metadata and video thumbnails remain on the workstation / server for
searching even after video is archived to a remote location.

Audit Features

All user activities associated with the video file are recorded to a log.

The log includes the name of the Officer who recorded the video, the name of the

Officer who uploaded the video and any Officer who viewed the video.

Metadata can be passed to third party report managers such as Crystal Reports.

Security

Windows 2003/2008 Server Security using Active Directory for user permissions.

Permission-based Security:
o0 Basic User [view video]
o Administrator - set usage permission to enable/disable the following:

View video database Erase Hard Drive

Clear Event Still Capture

Export Video to .avi & .mpg4 Copy Event to CD/DVD/BluRay
Archive Video Download Data from Removable HDD

The storage system utilizes RAID 5, which increases speed and provides data
fault tolerance. In the event that one drive fails, no data will be lost.

11
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2.5.4 File Upload

¢ Using any of the three available upload options (USB 2.0 Dock, Wireless, Wired),
IVAULT MMS automatically organizes the video file in the pre-assigned folder.

2.5.5 File Accessibility

¢ Anyone with sufficient permissions can view, search and retrieve video and other
related case documents through the software on the network infrastructure (via
broadband internet connection). Users must have a valid application User ID
and password.

2.5.6 File Output

e Support of a wide variety of file formats
Microsoft© Corporation 6 s . d o c, . x | ,sAdobe® Bystéems .pdf fonmat, . wm
.mp3 audio format, .jpg, .jpeg, .gif and .bmp image formats.

e The system supports the exporting of an event in the original ICOP video format
(including necessary player application) or into converted AVI/MPEG4, playable
through standard media players. Exported files can then be transferred to any
media format for records exchange.

2.5.7 Archive Options

e Built-in functionality for burning === « == = m————
video directly to CD/ DVD/BIu- —
Ray, providing reliable and v
efficient file archival.

2.5.8 User Interface

e Ability to view thumbnail screen
frames or full-screen video images

e The video management software
displays the video metadata and LA [ - Al g
allows users to view video utilizing S
VCR like controls.

e Single and dual video window views are available, as are single or dual audio
channels.

2.5.9 Minimum iVAULT Server requirements

MS Server 2003/2008, Dual-core processor, and 4GB RAM. Storage size is based on
agency requirement for storage of video and number of cars. Typically, less than 1 GB
is required for an eventual software demonstration. 2-3 GB per hour of video is typically
the disk space needed and is dependent on DVR quality settings. Custom service IS
provided if an agency has specific needs.

12
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2.5.10 Minimum iVAULT Client requirements

e Windows XP Professional / Vista / Server 2003/2008, Dual-core processor, and
2GB RAM. ICOP Digital, Inc. highly recommends a gigabit network for optimal
file transfer speed and success.

2.5.11 Third-party Software

e The ICOP iVAULT MMS software owned and developed by ICOP Digital. Within
IVAULT, the burning process utilizes Nero 8 Software (provided) in order to
create copies of the video onto CD/DVD and Blu-Ray media.

2.5.12 Deployment of iVAULT

i V A U LinBtélled user base is roughly 650 agencies and includes National Parks,
military installations, and international agencies. The iVAULT solution (our enterprise
video management tool), is currently deployed in approximately 50 departments.

Typically new releases are released to production on a quarterly basis. New software

and maintenance releases/upgrades are developed and distributed as needed,

depending on planned features and bug fixes. Superseded/back releases are
supported for approxi mately seven (7)malears.
CD or DVD.

The process to install subsequent releases in the event a release is not installed (i.e.
skipped) wvaries slightly from release to rel
that is necessary. Occasionally, database and web service upgrades are needed at

which time the upgrade is facilitated by our technical support remotely.

Software development utilizes state-of-the-art Microsoft technologies and up-to-date
methodologies. Current tools include Microsoft Team Foundation System, Visual Studio

2008 Team Editions and .NET 3.5. Systems are architected for flexibility and modularity

and most development activities follow an agile-type methodology. Extensive use of

web services and modular architecture allow for integration and configuration

possibilities.

Our system uses native Standard Query Language ( ASQLO0) commands f or
relational databases.

2.6 LIVE Video Streaming

| COP L lindgrdtes with all ICOP Solutions, providing real-time situational
awareness during crisis situations by streaming live video to first responders. ICOP
LIVE provides live high quality video streams from a law enforcement vehicle to multiple
viewers simultaneously (and multiple devices). No additional software is required,
enabling any windows internet enabled device to view live video. ICOP LIVE allows
users to share live video locally, across agencies, even worldwide. ICOP LIVE supports

13
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proactive decision-making capabilities, based on real-time situational awareness in
crisis situation, therefore optimizing the outcome.

2.7 Wired Upload

ICOP offers all 3 popular upload methods - Wireless, Wired Ethernet and USB 2.0

docked connections. While many large agencies have historically been drawn to the
convenience of fAwirelesso, they have faced c
and video quality (with any vendordds solutio
fastest, most secure method of upload is with a docked USB 2.0. There is no need to

incur the loss of data by a second compression or by using a video compression that

effectively leaves evidence at the scene of the crime.

14












